
If you believe that someone has stolen your 

identity, you should: 

CONTACT THE FRAUD DEPARTMENT at the 

three major credit bureaus. Request the 

following be placed in your file: 

1. Fraud alert tells creditors that you have 

been the victim of fraud. 

2. Victim’s statement asks creditors not to 

open additional accounts without first 

contacting you.  

Credit Bureau Fraud Departments: 

Equifax: (800) 525-6285 

Experian: (888) 397-3742 

Trans Union: (800) 680-7289 

REVIEW YOUR REPORT to make sure no 

fraudulent accounts have been opened in 

your name or unauthorized changes made to 

your existing accounts. 

Also, check the “inquiries” section of your 

report and request that any inquiries from 

companies that opened fraudulent accounts 

be removed. 

CONTACT YOUR BANK AND OTHER  

CREDITORS where you have an account that 

may have been used by identity thieves. 

Request that they restrict access to your 

account, change your account password, or 

close your account if there is evidence of 

criminal activity.  

FILE A POLICE REPORT and get a copy for 

your creditors and others that may require 

proof of a crime. 

CONTACT THE FEDERAL TRADE  

COMMISSION: (877) 438-4338 OR 

www.ftc.gov 

                         Better Business Bureau  

                     Education Foundation 
 

1333 West Loop South, Suite 1200 

Houston, Texas 77027 

 

Online:  www.bbbhouston.org 

24-hour Hotline: 713.868.9500 

Toll Free: 877.768.9222 
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ARE YOU & YOUR  FAMILY  

SAFE FROM THIS THREAT? 

If You are a Victim of Identity Theft  Other Helpful Contact Information 

Social Security Administration:  

(800) 269-0271 OR www.ssa.gov 

             SSA Fraud Hotline 

             PO Box 17768 

             Baltimore, MD 21235 

 

Cellular phone and long distance fraud, contact 

the Federal Communications Commission at: 

(888) 225-5322 OR www.fcc.gov 

             FCC Consumer Information Bureau 

             445 12th Street, SW, Room 5A863 

             Washington, DC 20554 

 

If your checks are stolen or bank accounts are 

fraudulently set up in your name, contact: 

Certegy, Inc: (800) 437-5120 

CheckRite: (800) 766-2748 

ChexSystems (800) 428-9623 

CrossCheck: (800) 552-1900 

National Processing Co.: (800) 526-5380 

TeleCheck: (800) 710-9898 or 927-0188 

Ask retailers who use these companies NOT to 

accept your checks.  

To find out if an identity thief has been passing 

bad checks in your name, call: (800) 262-7771 

 



 

Identity theft is when someone steals your name 

and private information to profit at your 

expense. This includes: 

 Your Social Security number 

 Mother’s maiden name 

 Date of birth 

 Bank account or credit card numbers  

  

Identity thieves can drain your bank accounts, 

buy things using your credit card number, open 

new bank or credit accounts, write bad checks, 

or even commit crimes using your name. 

  

Some of the ways Identity thieves may get your 

information include: 

 Submitting a change of address form to the 

post office to redirect your mail  

 Posing as a government agency or legitimate 

company asking you to “update” or “verify” 

your data by phone or online  

 Intercepting emails 

 Going through your trash for pre-approved 

credit offers or personal information 

 Stealing your incoming or outgoing mail from 

your mailbox 

 Standing close by when you are at the ATM or 

on the phone to see or hear any personal 

information you may give out 

 Stealing files from offices where you or your 

child are a customer, employee, patient, or 

student 

It is difficult to completely protect your personal 

information, but you can reduce your risk and 

avoid becoming a victim by taking these few 

easy steps: 

 GET STINGY about giving out your personal 

information. If there is not a real need, DO 

NOT give it out! 

 CARRY ONLY NECESSARY INFORMATION on 

you. Leave your Social Security card, any 

extra credit cards and credit card receipts at 

home stored in a safe place. 

 TEAR UP OR SHRED old credit card receipts, 

ATM receipts, old account statements, and 

unused credit card offers. 

 NEVER GIVE OUT YOUR PERSONAL DATA, 

such as your Social Security, credit card, or 

bank account numbers over the telephone, 

through the mail, or over the Internet unless 

you made the contact and know who you are 

dealing with. 

 PROTECT YOUR PINS AND PASSWORDS. 

Avoid using easily available information 

such as your mother’s maiden name, your 

birth date, the last four digits of your Social 

Security number, your phone number, etc. 

 PAY ATTENTION TO BILLING CYCLES AND 

STATEMENTS. If you do not receive your 

monthly bill, call the company to confirm 

your mailing address. 

 CAREFULLY CHECK YOUR ACCOUNT 

STATEMENTS to ensure all charges, checks, 

or withdrawals were authorized. 

 SHIELD THE SCREEN OR KEYPAD when 

entering your PIN or other data when using 

an ATM or phone in public. 

 GUARD YOUR MAIL. DO NOT put outgoing 

mail in your mailbox - instead, use an 

official post office mailbox. And, promptly 

remove incoming mail from your mailbox. 

 LIMIT THE INFORMATION you have printed 

on your checks - DO NOT include your 

Social Security, driver’s license, or phone 

number. 

 ORDER COPIES OF YOUR CREDIT REPORT 

from each of the three major credit bureaus 

once a year to ensure they are accurate.  

To get one FREE annual credit report from 

each bureau, call toll free: (877) 322-8228 

OR www.annualcreditreport.com 

  

Credit Bureaus 

Equifax: (800) 685-1111  
www.equifax.com 

Experian: (888) 397-3742 

www.experian.com 

Trans Union: (800) 888-4213 

www.transunion.com 

  

 REDUCE THE NUMBER OF MARKETING 

SOLICITATIONS, register by contacting:  

www.dmachoice.org 

  

 REDUCE THE NUMBER OF TELEPHONE SALES 

CALLS, register by contacting:  

National Do Not Call: (888) 382-1222  

www.donotcall.gov 

  

  

What is Identity Theft?   Here are a few basic steps you can take to avoid becoming  a victim of identity theft 


